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S o a k i n g  I n  S p a m
The Net s buckl ng under the we ght of bi lons of unsol ici ted bulk e-mai ads. Current weapons aren't  work ng but there's hope. A report
from the iront Ines
By Brad Stone
Newsweek  I n te rna t  ona l

Dec.  8 issue -  Scot t  Richter  doesn' t  mind te l l ing you how successfu l  he is .  His  28-employee
company/  Opt lnRealBig,  c lears $2 mi l l ion in  sa les each month.  He dr ives a Lexus conver t ib le  and a
Lexus SUV, owns a hal f -mi l l ion-dol lar  home outs ide Denver ,  Colorado,  and just  returned f rom
vacat lon on the Car ibbean is land of  Angui l la .  But  the 32-year-o ld former restaurateur  has made h is
s m a l l  f o r t u n e  i n  a n  u n p o p u l a r  w a y :  s e n d i n g  o u t  8 0  m i l l i o n  e - m a i l  a d v e r t i s e m e n t s  a  d a v .  H e  h a w k s
diet  p i l ls ,  porn s i tes,  sexual  a ids and mirac le products.  He's  a lso impuls ive and resourcefu l .  Dur ing
the I raq war he churned out  ads for  copies of  the Pentagon's  Most  Wanted p lay ing cards.

ALTI-1OUGH RICHTER pract ices a rev i led occupat ion on the Net ,  he says he never  makes fa lse
c larms in  h is  ads and that  there 's  noth ing wrong wi th unsol ic i ted bulk  commerc ia l  e-mai l  messages,
oT spam. He's  a lso conf ident  that  bulk  e-mai lers  are immune f rom new laws and lawsui ts .  "We can
set  up in  another  country  wi th in an hour , "  he says.  "There are people ln  other  countr ies who would
love to se l l  us bandwidth."

R i c h t e r ' s  i n s o u c i a n c e  a n d  g e n e r a l  v i s i b i l i t y - h i s  p h o n e  n u m b e r  i s  p o s t e d  o n  h i s  W e b  s i t e - s u g g e s t s
a n  u n p l e a s a n t  f a c t  a b o u t  t h e  e t e r n a l  c a t - a n d - m o u s e  g a m e  t h a t  t h e  I n t e r n e t ' s  s p a m  w a r  h a s
become: the nefar ious mouse is  winning,  and i t 's  not  even a c lose race.  In  the past  two years
spam has congested the Internet ,  threatened to overwhelm Internet  serv ice prov iders and sent
Web sur fers of  sensi t ive d isposi t ion scamper ing away f rom thei r  computers in  embarrassment .
Spam is  now approaching 60 percent  of  a l l  e-mai l ,  accord ing to the research f i rm Gartner  Group.
Ferr is  Research says spam puts a $9 b i l l ion annual  drag on product iv i ty .

T h e  f o r c e s  w h o  s a y  t h e y  h a t e  s p a m - p o l i t i c i a n s ,  t e c h  c o m p a n i e s ,  b e l e a g u e r e d  e - m a i l  u s e r s  a n d
a n t i - s p a m  v i g i l a n t e s  w h o  s p e n d  t h e i r  o w n  t i m e  a n d  m o n e y  t r y i n g  t o  c l e a n  u p  t h e  N e t - h a v e n ' t
m a n a g e d  t o  m a k e  a  d e n t  i n  t h e  p r o b l e m .  C u r r e n t  a p p r o a c h e s  a r e n ' t  w o r k i n g ;  e v e n  t h o u g h  h o m e
users and many companies s tar ted f i l ter ing thei r  e-mai l  two years ago,  the overa l l  amount  of  junk
m a i l  h a s  b a l l o o n e d  e x p o n e n t i a l l y .  F i l t e r i n g  a n d  a n t i v i r u s  c o m p a n i e s  a l w a y s  s e e m  o n e  s t e p  b e h i n d
the rapid ly  evolv ing methods of  c lever  spammers.  And most  ind iv idual  lawsui ts  against  spammers
have been defeated,  set t led or  concluded wi th penal t ies unpaid and bulk  e-mai l ing operat ions open
for  business.

Can anyth ing be done? Reports  f rom the f ront  l ines of  the spam war show how t radi t ional  ant i -
s p a m  t o o l s  a r e  o u t m a t c h e d  a n d  s u g g e s t  s o m e  p r o m i s i n g  s o l u t i o n s .

Fi l ter ing:  Even when spam never  f inds i ts  way to ind iv idual  e-mai l  accounts,  i t  creates havoc for
Internet  companies.  Servers at  AOL and Microsof t  saq under  the weight  of  a  b i l l ion b locked spam
messages each day;  smal ler  ISPS that  get  fewer messages suf fer  even more.  Barry  Shein is  the
founder  of  The Wor ld,  a  smal l  In ternet  serv ice in  New England.  One day last  week Shein arr ived
ear lV at  work to  spend three hours personal ly  s i f t ing through h is  jammed e-mai l  servers and
de le t i ng  thousands  o f  messages  h i s  f i l t e r s  caugh t .  W i th  so  many  f l ag ran t l y  i l l ega l  spam techn iques ,
She in  wonders  why  no  one  i s  s lapp ing  handcu f f s  on  spammers .  " Imag ine  be ing  d ragged  ou t  i n
front of  your house and beaten every day in f ront of  your neighbors,  and the pol ice won' t  respond
to  i t , "  he  savs ,  "Tha t ' s  wha t  t h i s  f ee l s  l i ke . "
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Usrng e-mai l  f i l ter ing tools  helps companies and ind iv idual  users b lock spam, but  i t 's  not  per fect .
CipherTrust ,  an At lanta,  Georgia-based ant i -spam f i rm,  makes sof tware that  hunts for  speci f ic
words,  b locks the addresses of  repeat  of fenders and analyzes message headers for  te l l ta le  spam
signs.  CjpherTrust  engineer  Steve Davis  rev iews the dozens of  unwanted messages sent  to  h is  own
protected e-mai l  account  that  morning.  lYessages promot ing work- f rom-home schemes ("At tent ion
fv lomsl" )  and jun ior-co l lege programs ("Degree Programs That  F i t  Your  L i fe l " )  get  successfu l ly
b locked.

But  another  message,  masquerading as an important  upgrade f rom l .4 icrosof t  and carry ing a v i rus,
gets through the CipherTrust  f i l ter .  The message is  s imi lar  to  a leg i t imate customer-se rv ice
message,  and was not  sent  by any known spammer,  and doesn' t  f i t  any known pat tern.  In  other
words,  an ingenious spammer somewhere in  the wor ld knows exact ly  what  f i l ters  look for  and has
found a new way to evade them. "We are t ry ing to h i t  a  target  that  is  coming at  us f rom al l
d i rect ions and moving at  the speed of  the Internet , "  Davis  says.

The v i rus that  made i t  through represents a new and deleter ious k ind of  spam: i t  seeks to turn a
P C  i n t o  a n  u n w i t t i n g  b u l k  e - m a i l  g e n e r a t o r  t h a t  r e m o t e l y  d o e s  t h e  s p a m m e r ' s  b i d d i n g .  I n  t h e  p a s t
few weeks more and more of  these so-cal led spam zombies have been turn ing up.

Pro6ecut ion and leg is la t ion:  The European Union has banned e-mai l  market ing wi thout  pr ior
consent ,  and an ant i -spam bi l l  is  making i ts  way through the U.S.  Congress.  But  many exper ts
doubt  these measures wi l l  have much of  an impact .  Even zombie at tackers are avoid ing capture
because i t 's  so d i f f icu l t  to  t race the or ig in of  spam back through h i jacked computers and
abandoned Internet  locat ions.  And at  overworked law enforcement  computer-cr ime d iv is ions,  e-
mai l  f raud takes a back seat  to  k iddie porn and ident i tv- thef t  cases.

New approaches:  The best  way to so lve the problem may be changing the very archi tecture of  e-
mai l  i tse l f .  In ternet-s tandard-set t ing bodies are look ing at  ways of  rev is jng the code for  del iver ing
m a i l  s o  I S P s  c a n  c h e c k  w h e t h e r  i n c o m i n g  e - m a i l  i s  f a k i n g  i t s  o r i g i n .  B u t  t h o s e  c h a n g e s  w o u l d  t a k e
years to  t r ick le down in to every network around the wor ld.  In  the shor ter  term,
"chal lenge/response" systems le t  users send d i rect  messages only  to  people who have the sender
r n  t h e l r  a d d r e s s  b o o k s .  W h e n  y o u  e - m a i l  a  s t r a n g e r ,  t h e  s y s t e m  s e n d s  b a c k  a  p u z z l e  t h a t  o n l y  a
h u m a n ,  n o t  a n  a u t o m a t e d  s p a m  p r o g r a m /  c a n  s o l v e ;  g a v e  t h e  c o r r e c t  r e s p o n s e ,  a n d  t h e  e - m a i l
goes through.  Another  system, dubbed micropayments,  would charge a t iny amount  for  each e-
m a i l  s e n t ,  a n d  w o u l d  a d d  u p  t o  l a r g e  s u m s  o n l y  f o r  b u l k  e - m a i l e r s .  T h e s e  s o l u t i o n s  m a y  c o n f l i c t
wi th  the or ig inal  sp i r i t  o f  the Internet ,  but  they ' re among the few re l iab le ways to fo i l  spammers
a n d  f r a u d s t e r s .  T h e  b a t h w a t e r  m i g h t  b e  g o n e ,  b u t  i n  a n  a g e  o f  e v e r  i n c r e a s i n g  j u n k - m a i l  v o l u m e s ,
the greater  chal lenge is  to  save the baby.

II ith Dutt LI'eil in llocrt Rttton. Floriclu
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